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Executive Summary

We carried out a survey of key decision mak-

ers in the healthcare delivery space to deter-

mine their attitudes and opinions about the 

relevance of digital solutions for the space. 

Our goal was to explore which technologies 

excite them and are deemed especially useful, 

as well as to understand challenges that they 

foresee with the implementation of these. 

Ultimately, we seek to provide guidance to 

design and marketing teams on how to ap-

proach building and marketing of digital tools 

for healthcare providers.

The responses showed that while digital solu-

tions are widely accepted as critical to drive 

efficiency and improve patient outcomes, 

there is a lack of confidence around which 

solutions would help and whether these solu-

tions can be adopted without compromising 

on patient privacy. The Covid-19 pandemic 

necessitated adoption of some semblance of 

digital solutions, and many of our respondents 

opined that data analytics and telehealth plat-

forms were expected to persist beyond the 

pandemic. Improving patient outcomes, and 

patient satisfaction with quality and access to 

care emerged as the key considerations. On 

the flip side, respondents foresaw challeng-

es with integration of any new solution with 

existing systems and the pushback that dis-

ruptive changes may get from their stakehold-

ers. When it came to using aggregate data for 

decision-making, privacy concerns and inun-

dation with too much data instead of useful 

insights were the key concerns.

We segmented these opinions by the kind 

of task the tool is intended to accomplish, 

whether it be an administrative tool or a clin-

ical assistant. In this article, we delve into the 

specifics of the use cases, stakeholders’ eager-

ness to adopt and key concerns that need to 

be addressed to enable digital adoption.

Opportunities and challenges of digital adoption in the healthcare industry: Perspectives from leaders and healthcare professionals.
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The acceleration of science and technology has resulted 

in widespread innovation and disruption in almost every 

industry. The healthcare industry is no exception and has 

seen significant changes in its landscape in recent years. 

Even though healthcare delivery is fraught with regula-

tory complexity, privacy concerns, and integration and 

adoption challenges, the digital health market is fore-

casted to grow significantly, by 17.9% from 2021 to 2030. 

Additionally, we’ve seen major acquisitions of health 

tech companies in the last few years, such as telemedi-

cine company Teladoc’s acquisition of Livongo, a health 

coaching program, and United Healthcare’s acquisition 

of Change Healthcare for $13 billion. Change Healthcare 

owns and operates one of the largest electronic data 

interchange networks (which facilitates billing for payers 

and providers) and sells billing and adjudication solutions. 

This global expansion of digital healthcare solutions is a 

large enabler of faster innovation across the healthcare 

industry. 

Within this rapidly changing landscape, we wanted to 

investigate the trends and sentiments with regards to 

digitalization and adoption of new technologies among 

healthcare professionals. We conducted a survey of lead-

ers in the healthcare space to identify key opportunities 

and concerns for digital adoption. In this paper, we high-

light their motivations for adoption, deep dive on the var-

ious use cases for digital solutions, explain their concerns 

about adoption, and provide insights to companies/

solution providers about what factors they should keep 

in mind while designing and marketing their product. The 

data shows exciting insights that can help accelerate the 

industry’s technology transition and shape user-centric 

digital innovation for the sector.

Opportunities and challenges of digital adoption in the healthcare industry: Perspectives from leaders and healthcare professionals.
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Need for innovation in 
healthcare delivery

expenditure on health insurance administrative costs is un-

reasonably high for the US:  the US spends $737 per capita 

on administration, compared to $94 per capita in the medi-

an OECD country. This untenably high expenditure without 

proportionate returns provides an impetus for implementing 

technology that can drive efficiency and productivity gains.

When one considers the current state of digital adoption, the 

trend of accelerating adoption is quite apparent. In terms of 

aspects of care delivery that are getting transformed, on the 

clinical side patient-provider interactions have seen rapid 

changes due to adoption of technology. It is no secret that 

irrespective of the scale of operations, hospitals face massive 

administrative burdens, and for both new and incumbent 

health tech companies, improving these administrative tasks 

is a huge opportunity. Technology is not only changing how 

providers and patients interact, but how providers interact 

with the entire healthcare ecosystem, including payers and 

pharmacies.  

Last September, the American Medical Association (AMA) 

released the results of its Digital Health Research survey that 

seeks to determine the motivations and needs for physicians 

to adopt new digital tools. Despite clear costs associated 

with adopting new tools, 93% of 1,300 surveyed physicians 

felt that digital tools provide advantages to care for patients 

across all age groups. With clear benefits to patients, provid-

ers were enthusiastic to adopt and integrate new technology 

solutions to address their healthcare pain points. The AMA 

found that the average physician uses 70 percent more digi-

tal tools than they did 6 years ago, regardless of their gender, 

specialty, or age. The consequences of the AMA’s findings are 

substantial and varied. At the highest level, the survey helped 

to characterize general sentiments of the industry: the antic-

ipation for innovative thinking and the increasing appetite to 

adopt digital health solutions.

Our survey of healthcare executives confirms these sen-

timents in the industry and sheds light on key issues that 

health care executives face, gleaning valuable insights for 

solution providers on how to design and market their digital 

health products.

The impetus for innovation in healthcare delivery in the 

US comes from a disproportionately high healthcare 

expenditure without commensurate returns. The US 

spends the highest proportion of GDP (18.3% in 2021) 

on healthcare as compared to any other country in the 

world. This however does not translate to vastly supe-

rior clinical outcomes, as many countries with lower 

proportion of GDP spent on healthcare have similar or 

better clinical outcomes. Furthermore, the per capita 

Despite clear costs associated with 
adopting new tools, 93% of 1,300 
surveyed physicians felt that dig-
ital tools provide advantages to 
care for patients across all age 
groups. With clear benefits to pa-
tients, providers were enthusiastic 
to adopt and integrate new tech-
nology solutions to address their 
healthcare pain points.

“
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Overview of survey 
participants and questions

Figure 1 shows 

demographics of 

the respondents. 

Half of the 

respondents work 

at organizations 

with fewer than 

500 members, 

and 27% of the 

respondents 

are in the IT 

department of 

their organization.

Company Size

Over 500 Employees 1313Under 500 Employees

Industry

6Health & Life
Insurance 9Hospitals 2Private Medical Practice

IT Roles

7IT Role Non-IT role 19

We surveyed 26 leaders and executives in the healthcare 

space, including representatives from the insurance sec-

tor, hospitals, and private practices.

 

The survey asked respondents about the types of tech-

nologies they saw introduced at their companies during 

the previous year and their expected permanence be-

yond the COVID-19 pandemic. It further sought to explore 

the key drivers and barriers for adopting digital health 

solutions, preferred approaches for developing and de-

ploying these solutions, and therapeutic areas which the 

respondents envisaged could maximally benefit from 

adopting technological solutions. Additionally, the survey 

sought opinions from key decision makers about increas-

ing access to real-time patient data, the possible uses of 

this data, and the potential privacy pitfalls. 

We grouped the responses into two themes. The first 

captures technologies and solutions that can help opti-

mize administrative tasks, and the second is around solu-

tions that seek to optimize clinical care and patient out-

comes. The huge expenditure on administrative tasks and 

lack of efficiency in this function presents a great oppor-

tunity for healthcare services to increase efficiency and 

address cost pressures. Furthermore, the negative impact 

that confusing and difficult steps involved in seeking 

care can have on patient experience, can be addressed 

by creating more intuitive digital solutions. In terms of 

clinical care, technology can help in decision making or 

double-checking proposed treatment regimen for any 

lacunae. It can also help to increase coverage through 

telehealth solutions or reduce redundant and time-con-

suming steps, allowing care providers to focus on more 

value-adding tasks. To do this effectively the solutions 

have to be co-created with the end users. Towards this 

end we dive deeper into the key insights for the two cat-

egories listed above. Finally, we also explore the opportu-

nities and challenges perceived with access to aggregate 

patient data.

Opportunities and challenges of digital adoption in the healthcare industry: Perspectives from leaders and healthcare professionals.
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Digital solutions 
for enhancing 
administrative 
efficiency
The types of technologies that saw the greatest increase 

in adoption over the past year are administrative tools 

such as scheduling or payment processing software (16 

mentions) and telehealth platforms (21 mentions). No-

tably, all respondents affiliated with private practices (9 

respondents) indicated introduction of telehealth plat-

forms, as well as 78% of respondents affiliated with hos-

pitals (7 of 9 respondents). Telehealth platforms are also 

top ranked across the board for their likelihood to remain 

relevant after the pandemic. The COVID-19 pandemic 

has doubtlessly accelerated adoption of and access to 

telehealth services, and by all accounts these changes 

are here to stay. This indicates a promising trend towards 

making healthcare services more accessible and lowering 

costs for providers and patients alike.  

Top drivers for adoption of  
digital health tools 

This trend is also reflected in the top drivers that respon-

dents specified in adopting digital health solutions, see 

Figure 2. While improving patient outcomes was the 

single most important factor, selected by two thirds of 

respondents, the runners-up were ease-of-use and ef-

ficiency-related motives (improved patient satisfaction, 

improved work efficiency, and reduced cost of care). 

 

 

Top barriers to adoption
 

When looking at the top challenges that executives iden-

tified to adoption of digital tools, impact on process and 

operations as well as difficulty of integration with exist-

ing systems were the most commonly named concerns. 

There is a notable split by organization size (see Figure 

3), where over 60% of respondents from companies with 

over 500 employees name difficulty of integration with 

current systems and difficulty of change management 

as top barriers, compared to smaller companies, for 

which lack of budget or avenues for reimbursement are 

considered equally important as integration issues. This 

may be due to the fact that larger companies have more 

established systems and processes in place. Marketers 

of new tools should keep organization size in mind and 

be knowledgeable about which systems their tool needs 

to interact with. Digital health solutions should also be 

customizable, where based on customer type certain 

features can be turned on or off depending on utility 

and ease of operations. Furthermore, ease of integration 

and onboarding will be key selling points that are vital to 

continued use of the product. Offering different pricing 

tiers and options to expand use over time may lower the 

barrier to entry for smaller companies. 

Reduced cost-of-care

Accommodate patient demand

Increased patient retention

Improved consistency of treatment

Improved work efficiency

Improved patient satisfaction

Track population-level efficacy

Track efficacy of treatments over time

Reduced ER visits

Increased trust for patients

Improved patient outcomes

0 7 14

Figure 2: Top 3 drivers for adopting digital health solutions

Opportunities and challenges of digital adoption in the healthcare industry: Perspectives from leaders and healthcare professionals.
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Significance of and perspectives 
from IT teams for driving digital 
adoption

We analyzed the survey responses of IT professionals 

separately as well, as IT is often the chief customer or 

custodian for implementing digital health solutions at 

hospitals. Therefore, we wanted to identify any key in-

sights on their specific buying behavior. Among employ-

ees working in IT, cost reduction, improved efficiency, 

and improved patient outcomes were the most import-

ant factors for driving adoption of digital health tools. 

Lack of budget is cited by almost 60% of IT personnel as 

a significant barrier. Over 70% cite impact on process and 

integration with workflows as a critical challenge as well. 

This is intuitive as IT personnel are often at the forefront 

of the rollout of new tools and are aware of pushback or 

unwillingness to adopt process changes in a very tra-

ditional industry like healthcare. Any support a digital 

health company can provide to streamline transition or 

integration of tools into existing workflows (such as flex-

ibility with respect to data formats, interfaces for state-

of-the-art relevant health software) will be crucial for 

obtaining buy-in from this group which is vital for a suc-

cessful rollout. Marketing material with sample use cas-

es of how a digital solution integrates seamlessly with 

major electronic health record (EHR) systems can help 

demonstrate the ease of integration. This would trans-

late to a show-not-tell kind of marketing pitch where the 

customer can see the attention to minutiae and thus fo-

cus on utility of the solution, rather than getting bogged 

down with worries about integration capabilities.

0% 40% 80%

Figure 3:  Top 3 barriers to adoption of digital health solutions

Lack of budget

Lack of avenues for reimbursement

Lack of provider / doctor engagement

Lack of patient engagement

Lack of actionable data

Unknown / unclear ROI

Unknown / unclear clinical impact and outcomes

HIPAA and other data privacy concerns

Difficulty of technically integrating with current systems 

Difficulty of change management / process & operations

500+ Employees Under 500 Employees

Opportunities and challenges of digital adoption in the healthcare industry: Perspectives from leaders and healthcare professionals.
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Clinical areas most amenable 
to digital adoption

When asked about the most promising therapeu-

tic areas for adoption of digital health approaches, 

mental health and psychiatry (13 nominations), as 

well as post-treatment care (18 nominations) were 

the most commonly named categories. Specializa-

tions like cardiovascular disease and oncology were 

seen as promising by one third of respondents in the 

hospital sector, but not by representatives of the 

insurance sector. 

Digital tools for mental health came into prominence 

during the pandemic as people were facing a very 

stressful situation, while prevailing circumstances 

made in person access to therapists a challeng-

ing proposition. Post-treatment care and ensuring 

patient compliance to post-discharge instructions 

is critical in ensuring long term efficacy of hospi-

tal-based treatment and continued good health 

for the patients. Current procedures for providing 

post-treatment care are archaic and cumbersome, 

and gaps in these were exacerbated further by the 

challenges created by the pandemic.

It is notable that the top areas are ones where tra-

ditionally out-patient settings are utilized or home 

visits are needed. These are clearly areas where re-

mote provision of services, monitoring, and support 

are extremely beneficial. This is in line with the broad 

enthusiasm about telehealth tools and indicates that 

increased flexibility and access to care are seen as 

the greatest benefits of digital health tools. 

Design by function and clinical 
specialty

The responses to this question also indicate that pro-

Digital tools for mental health 
came into prominence during the 
pandemic as people were facing 
a very stressful situation, while 
prevailing circumstances made 
in person access to therapists a 
challenging proposition.

“

Digital solutions 
for clinical care 
delivery

viders generally expect the greatest gains to be made 

on the administrative or monitoring side compared to 

diagnostic and clinical tools and point to a possible pref-

erence for tools that alleviate administrative tasks rather 

than replace patient interactions and diagnostic work. 

This could reflect a lack of trust in such diagnostic aids, 

or a concern about being taken out of the loop at crucial 

steps in the patient journey. This could also be a result 

of the highly specialized nature of these clinical areas 

where a person not deeply versed with the day-to day 

functions may not be able to identify key areas where 

digital solutions can add efficiency. To address these 

concerns, it is crucial to understand and make clear the 

limitations of a diagnostic tool or a clinical helper, and 

design these to support a physician rather than substi-

tute their expert opinion.

Since our respondents did not have a lot of representa-

tion from these specialized medical areas, we propose 

taking a user-centric approach to designing and market-

ing digital solutions for these specialties. Expert inter-

views to understand how software can best assist their 

work and what types of issues may be the most severe 

(for instance, false positives or false negatives for a clin-

ical classification tool) should inform design and opti-

mization of a tool and key findings should be highlight-

ed during demos and pitches. Developing these tools 

through close interaction with end users will increase 

utility, help accurately identify customization needs and 

help build confidence in the end product. It is also key to 

gaining trust to make clear how a physician can incorpo-

rate the tool into their workflow and that the physician’s 

authority is not undermined by any such tool. 

Opportunities and challenges of digital adoption in the healthcare industry: Perspectives from leaders and healthcare professionals.
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Opportunities 
and concerns 
around 
leveraging 
aggregate data 
When asked about the most compelling reasons for in-

creasing access to real-time, aggregated patient data, 

two thirds of respondents cited improving the quality 

of care, underlining that patient outcomes are top of 

mind in the healthcare space. Managing population 

health and reducing the cost of care were seen as ad-

ditional drivers. Notably, the most common responses 

remained rather vague, indicating that providers may 

not have a good sense for the opportunities that come 

with access to aggregated data and how to use such 

data most effectively. With that in mind, companies of-

fering data services are well-advised to tailor their ser-

vices to specific use cases and be able to give concrete 

examples of how their relevant audience can leverage 

the data for best outcomes. Even if well-established 

learnings from other industries are proposed, the value 

proposition for the healthcare space needs to be un-

derstood and explained. 

On the flip side, the concerns that respondents see 

with increased access to aggregated patient data 

cover a broad spectrum: difficulty maintaining patient 

privacy (15 mentions), difficulty adequately interpret-

ing data and the risk of being too reactive to real-time 

data (17 mentions), and alarm fatigue from poorly im-

plemented alerts (13 mentions) are the most common 

concerns. 

Key concerns about increasing 
access to patient data

Patient privacy is top of mind for professionals in the 

healthcare industry who have access to highly inti-

mate information about their patients. Notably, 86% 

of respondents who work in IT selected this as a main 

concern, indicating that buy-in from this group on the 

Opportunities and challenges of digital adoption in the healthcare industry: Perspectives from leaders and healthcare professionals.
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security credentials of any digital solution will be cru-

cial for establishing and integrating these tools. Any tool 

providing aggregate information should address how 

information is deidentified and aggregated, and how 

anonymization is handled for potentially small subgroups 

within the data, to increase provider as well as patient 

trust in such tools.

The second biggest concern relates to the vagueness 

regarding reasons to use such data: providers are not 

certain how they could leverage the information they 

are given access to and how to interpret it properly. As 

we see in Figure 4, this is the top concern for large orga-

nizations, with 85% of respondents from organizations 

with over 500 employees selecting this option, while it is 

the third biggest concern for smaller organizations. This 

could be a result of larger companies seeing more risk in 

managing their huge databases to generate usable in-

sights. Any organization offering data to healthcare orga-

nizations should highlight relevant use cases and show-

case how to interpret results to achieve a direct positive 

outcome, as well as make clear the limitations of the data 

at hand. Access to data alone is not perceived as, and is 

not in fact, the solution to improving care and patient 

outcomes, and offering data without context will likely 

leave potential users wary of liability for inadvertently 

misinterpreting or misusing information. Data providers 

should aim to foster use of data in targeted ways to sup-

port decision making to build appreciation and trust in 

the opportunities that come with access to data at scale.

The third biggest concern is around how tools using such 

data may be implemented and integrated with day-to-

day work. Any tool supporting clinical decision making 

must be calibrated to the user’s need. A prime example 

of this is the concerne xpressed by half the respondents 

about alarm fatigue through poorly implemented alerts. 

The threshold for triggering an alarm about a particu-

lar patient and medical situation needs to be calibrated 

appropriately, and these thresholds need to be defined 

in consultation with the care providersin a customizable 

manner.A very low threshold can result in facile alarms 

that burden the healthcare system. Thelower utility of 

these alertswould eventually lead tothesealarms being 

perceived as useless. This alarm fatigue becomes more 

critical in theprivate practice scenario where ignoring a 

reasonable alarm can result in litigation and losses-repu-

tational and monetary. Alarm fatigue is 38% more likely to 

be listed as a concern for smaller companies compared to 

larger ones.

Figure 4 highlights the biggest concerns with increasing 

access to data based on hospital size.

Opportunities and challenges of digital adoption in the healthcare industry: Perspectives from leaders and healthcare professionals.
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Figure 4:  3 biggest concerns with increasing access to real-time, aggregated patient data

Ethics of entrusting medical decisions to 
algorithms (accountability, context, etc.)

500+ Employees Under 500 Employees

Alarm fatigue from poorly implemented alerts

Potential legal liability / confusion around incorporating 
algorithmic decision-making into medical workflows

Difficulty in adequately interpreting data for effective out-
comes / potential to be too reactive to real-time data

Other algorithmic bias

Potential algorithmic bias denying care to patients

Potential algorithmic bias creating inequities in treatment

Difficulty in maintaining patient privacy and security /
HIPAA concerns
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Biggest challenges in leveraging 
healthcare data

When asked about the biggest challenges to effectively 

leveraging data, data structure, privacy (12 nominations 

each), and standardization (13 nominations) as well as 

accuracy issues for self-reported data (13 nominations) 

are the main pain points identified by all respondents. 

Data accuracy issues are further named by 72% of re-

spondents that state they adopted digital health tools in 

the past year, pointing to negative experience working 

with healthcare data. All these concerns are focused on 

data quality and portability and highlight an issue the 

healthcare industry has faced for a long time: often man-

ual entry of unstructured data into systems that may 

be different from organization to organization results in 

large amounts of data that are very hard to effectively 

aggregate or leverage. A tool that is flexible to work with 

many EHR systems and allows for cleaning and handling 

of unstructured data will have a greater buy-in from a 

large swathe of users. 

Perspectives on challenges vary 
by industry player

When taking a more nuanced view of which issues dif-

ferent subsets of the respondent group consider most 

important, an interesting industry split becomes ap-

parent, shown in Figure 5: two thirds of respondents 

working in the insurance industry consider legal and 

regulatory concerns with using data or algorithms a top 

challenge, compared to 11% of respondents at hospitals 

or private practices. Employees at hospitals and private 

practices name difficulty to adjust processes to incorpo-

rate data as an important consideration, while no repre-

sentative of the insurance industry selects this option. 

This may be because the insurance industry is used to 

working with data at a large scale and incorporating 

new data and tools and is more attuned to downstream 

implications of such data usage, whereas hospitals and 

private practices have more standardized procedures. 

Compared to other respondents, those from the insur-

ance industry are also notably less satisfied with their 

current level of access to patient data. Overall, the insur-

ance industry appears more open to adopting new data 

sources and tooling compared to other sectors in the 

healthcare field.

Interestingly, the difficulty of adjusting processes to 

incorporate data is highlighted by significantly more 

respondents working at organizations with fewer than 

500 employees compared to respondents at larger 

organizations. This appears counterintuitive, since 

0% 40% 80%

Figure 5: Top 3 challenges in effectively leveraging data to improve healthcare

Legal & regulatory concerns with using data or algorithms

Private Medical Practice

Difficult to adjust processes to incorporate data

Lack of technical skills in the general provider field

Regulatory and compliance issues

Data accuracy issues for self-reported data

Data storage and transfer issues

Data standardization between practices

Data security and privacy concerns

Data are not structured enough

Hospitals Health & Life Insurance

Opportunities and challenges of digital adoption in the healthcare industry: Perspectives from leaders and healthcare professionals.

administrative changes are perceived as more difficult 

at larger organizations, but may be a proxy for lack 

of dedicated resources at smaller organizations, if no 

personnel are available to implement and support a new 

system. 
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Conclusion
The adoption of digital tools in healthcare has been fuelled by the emergence and spread of new tech-

nologies and was greatly accelerated by the COVID-19 pandemic. The past two years have seen the 

industry adjust to shifts in requirements for care and introduce new systems to support this changing 

landscape. While telehealth and administrative software have seen the largest growth in adoption, other 

technologies are experiencing promising growth across the healthcare spectrum, including clinical and 

diagnostic tools and population health monitoring. This trend will only continue, and digital solutions will 

become more and more prevalent across the industry. However, many challenges exist that are specific 

to the healthcare space and need to be addressed by developers to foster adoption of new tools.

Healthcare providers have been relying on different software products to manage electronic health re-

cords for a long time, and a major concern for any new tool is integration with existing systems to ensure 

efficient and secure flow of information. Patient privacy is another important factor that healthcare pro-

fessionals are especially attuned to, given the highly sensitive data they are exposed to every day. Gain-

ing the trust of providers as well as patients is crucial to adoption of any tool or service in this space, and 

transparency around how data is processed and used is key. Health data is also highly unstructured – re-

porting standards vary from provider to provider as well as from organization to organization. There is a 

great opportunity for tools that are flexible enough to interface with different systems and ingest data of 

different types and quality and faithfully and securely prepare it for downstream use.

Buy-in to adoption of new technologies will also depend on many different players, including adminis-

trative and IT personnel as well as clinical personnel. The unique concerns of all these actors need to be 

considered and addressed during development and marketing of any products.

Finally, any clinical tool should not aim to replace a provider’s expert opinion, but rather enhance and 

support the provider’s work, exposing additional information for decision making and streamlining work-

flows. To ensure that such tools can deliver on this promise, development should happen in close collab-

oration with potential end users, frequently soliciting inputs for improvement. Tools that are perceived as 

effective helpers in a clinical setting have the best chance at lasting adoption, while tools that appear to 

undermine a provider’s authority will face resistance. 

Digital health tools have seen a steep rise in recent years, and notwithstanding unique challenges in this 

field, professionals in the healthcare space are excited for the opportunities opened up by these systems. 

It is up to digital health developers to seize the opportunity and work with healthcare professionals to 

bring to market the next generation of tools easing provider tasks and improving patient outcomes.

Opportunities and challenges of digital adoption in the healthcare industry: Perspectives from leaders and healthcare professionals.
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